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Solving the Physical Challenges for the Next Generation of
Safety Critical & High Reliability Systems

Brian Li

PV Group Director — DSG, Cadence Design System Inc. .
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Agenda

Market & drivers
Challenges

Forces of opportunity
Electronic safety intent
Examples

Opportunities
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Automotive Market and Key Trends

« Strong Revenue Growth Forecast

o CAGR of 12.3% through 2025 (Source: Omdia, 02/2022)
o Drive towards leading edge technology nodes

Software-Defined

 Challenges of Agility and Supply Vehicles
o Software Defined Vehicle
o ADAS and Autonomous Driving
o Electrification (HEV/EV)
o Shortage in semiconductor market, particularly automotive

Electrification

* Industry Responding to Challenges Hybrid & EVs
o Automotive Makers, OEM and Tier-1s initiating SoC designs

o Traditional semiconductor companies entering automotive market
o Startup companies developing autonomous driving platforms and sensors

cadence



Discrete vs Integrated AD Platform
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Source: SYSTEM Plus Consulting

_ Audi zZFAS Tesla HW 3.0

1x Nvidia, 2x Intel, 1x
Infineon

2985mm?2

393mm?2

28nm Tegra K1
28nm Cyclone
40nm EyeQ3
65nm Aurix

150x Performance
Improvement!

Tesla H\
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2x Tesla SoC

2812mm?

611mm?

14nm Tesla

Performance: 144 TOPS
BOM cost: USD 400%
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High-Performance Al Compute SoC Architecture
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Compute Domain
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Physical Design Challenges

cadence

¢ = UNLEASH
- IMAGINATION

SAFETY RELIABILITY : QUALITY

In event of a failure, Minimize failures during Maximize working products
prevent injury product life - from manufacturing
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Technology Forces

Artificial Intelligence

Machine learning data and computation
LLM
Enabled by much greater computation power

Digital Twins

Virtual copy of physical objects
Early/Virtual prototyping
Agile development reducing ECOs

3DIC & Chiplet

Increased data bandwidth
System Design Flexibility
System Driven PPA

cadence



VA AVA
A AVAY ¥4
AY AVA AY Y4,
A A AV V Y
AY Y A YA AY
VA AAAYYY 4§
AA Y AAVY VvV,
AY AVAY YV, A AV
R \/ v V A AVAY
A 4 Y/ W A\ /\4 AY VO VATA
AY VA AVA
AA A
VA Ya
\ /W \4
AYA
\ 4
AYV Y
V A
VAY A 4
A A AY
VA
A Ya
A A AY
VAYA A
A AVAY

AY Vi '\4
WY YY WY\

VvV VA

YY A A A 4
Y A VY
A A v A

Automotive SoC Design Enablement with 3 Forces

, 3DIC

)
=

tal Tw

To]

Al, D

®

v
W
=
b
=
160
v




Platform Assembly

GUI-based platform assembly
Correct by construction
Virtual model generator

Helium™ virtual runtime engine

Hybrid Systems

3 $ 3 $

Native integration with
Palladium®, Protium™, and
Xcelium™ technologies

Gearshift from virtual CPU
to RTL CPU dynamically

Smart memory technology
Virtual to RTL adaptors

Digital Twins - Helium Virtual and Hybrid Studio

Virtual Model Library

CPUs

' Adaptors

Models

Integration of full Arm Fast
Models IP portfolio incl. V9

SystemC™ TLM 2 Model
Library TLM routers, 12C,
UART, Ethernet, PCle®,
USB,...

Engagement-ready virtual
and hybrid reference designs

& eclipse
SW view

Unified Processor Abstraction
@ Layer @
Virtual CPU RTL CPU

Software debug experience
identical from virtual to RTL

Uniform support in all engines

Mix software-level and signal-
level debug commands in one
TCL script

Live RTL IP register view
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Tesla: GenAl and the Future of Semiconductor and Systernr
Design

DOJO Al Next Gen
Supercomputer System
362 TFLOPS 7nm b1 Al chip Full self-driving platform
designed with Al Inference chip and solution
600K pinS 3D-IC package Next gen DOJO chip and solution
designed with

9 TB/S I/O signal and power integrity
analysis with

g T
“We are very excited to extend our
partnership to Tesla's next generation DOJO
and FSD platforms.”
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Unified Design/Analysis Platform for 3D IC Design & Pack

Architecture

iterations Corner

Connectivity explosion

Electromagnetics

Million+
Power bumps

. Thermal
delivery

Package hotspots

alternatives

Integrity™ 3D-IC Platforn,

3D System Level Planning

Implementation

Digital Analog RF

Innovus™ Virtuoso® Microwave Office®

Package / Board
Allegro® Package Designer / Allegro® PCB

IC, PKG, and Board Analysis & Signoff

g Thermal Power SI/Pl System LVS

Clarity™
Tempus™

Celsius™
Pegasus™

Sigrity™
Quantus™

Reduces iterations between Improves 3D-IC PPA, TAT and
packaging and SoC. productivity.
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Al - LLM Copllot

Create a

DMA - JedAl Platform uses LLM as a Copilot to ¥
Controller automatically generate design collateral

- Reduces the manual engineering effort
- Creates higher quality design and verification

JedAl Platform e
Verification

Creation

Copilot App
Constraint

Creation L2: Reasoning with Design

Deep Reasoning collateral based on
underlying search

Creation

L1: Smart search on Design

Intelligent Search collateral
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Al - Critical Compute Element: Smallest Routable

14

Size & routability of
critical compute element
matters

© 2022 Cadence Design Systems, Inc. All rights reserved.

Prototype & Cerebrus floorplan exploration
exploration RTL congestion feedback

Compus structuring
math/datapath opt

Early
detailed route

Full-flow
physical restructuring

Cerebrus driven
implementation

Al-driven
early exploration and
full-flow optimization for
smallest, routable blocks

100%

98%

96%

94%

92%

90%

88%

Math Engine Area (um?)

A

Orig Cadence

Up-to 10% smaller

math engines
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Al - 50M cell Design Automation

Multi Design — Multi Run - Design Closure
Cerebrus-SoC JedAl

\ e

Cerebrus-SoC Apps

Multi-block floorplan
optimization

Al and Analytics engines

Design, Workflow, and Workload Data

- :': { “‘F‘ ; ' "d g 3 2 | 4
N . Al
H e i | Wave data (& Mined
Multi-block flow » \;‘ = —— | ] B &S e

optimization  Layouts 2 & constaris I

Warm start model
selection

Compute Resources Cerebrus — Block Optimization

Genus Genus Genus Data and ML model storage
| | |

Innovus Innovus | | = || Innovus
= p— JA ’N?j-% =

Tempus Tempus || 4 || Tempus
[ || [

Voltus Voltus Voltus

Slocka  Bioeke Slock

Certus Signoff Closure cadence
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Al - Joint Enterprise Data and Al (JedAl) Platform

Al-Driven Al-Driven Al-Driven
Verification Implementation [l System Analysis

P - Enierprise scale Al and LM

innovus™ driven data platform
________________ Cadence and Customer Apps
Open APIs « Connectors to many Cadence
External ¥ tools for complete chip design
LLM Al and Analytics Engines analysis
Cadence
Large Design, Workflow, and Workload Data Cerebrus
optional if Language Wave Coverage Mined Al Goretrus- (N )
JedAl LLM Model data data attributes models " oy . Open API enab“ng Cadence
not used

and Customer Apps

(LLM) @ Reports
& logs & constraints
Scalable Cloud-Ready Object Store

On-Premises :_,_ — Cloud

EEEE ==, Al Verification

 Integrated LLM for secure
Copilot Apps
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Cadence Functional Safety Solution

el <IEEE USF
-\\_?-"‘ﬂfllﬁf a (Unified Safety
svsn;ms INITIATIVE P28 5 1 Format)

Design
Extraction

Digital Fault Campaign Management

Jasper Xcelium Palladium Innovus P&R Legato
Fault Reachability Fault Simulation Fault Emulation Safety Mechanism Insertion Library verification

Spectre

=

Architectural

FMEDA

v

Detailed
FMEDA

Verisium Safety

Midas™ Safety Platform

L]

{ Design to FMEDA Mapping J

USF USF
Safety Safety
Verification Implementation

NEW Conformal LEC

Function Equivalent Check

!

Safety
Analysis

Repo

. : Safety
FMEDA Creation Safety Analysis Verification Plan T

Midas DB

USF”
(Standard)
(Physical)

Fault Simulation

LI
SAFETY

USF’
(Modified
FMEDA/designs)

&

Genus Synthesis Virtuoso ADE Assembler
Safety Mechanism Insertion Analog Fault Campaign Management
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Safety Features Implementation (in a nutshell)

TMR: triple modular redundancy

tmr cloning.

Placement.

(xly & radial separation).

Clock isolation.

Conformal.
Equivalency Checking.
tmr logic validation.

Triple Modular Redundancy (TMR)
D

Clock pad

FF1_clone0

FF1_clone1

Every tmr flop clock-pin is driven by a buffer with fanout = 1

Golden Revised

53—‘7’%“{;;; U =?
. _inserted, ) (2]
N < netlist” Compare

DCLS: Dual Core Lock Step for modular redundancy

Placement.
Physical separation.

Routing.

Routing isolation.

Dual Core Lock Step (DCLS)

N
Y, BUS

y Redundant Block ,

’
P

1
I
1
1
I
1
1
: Alarms

! .
1

1

Ne L —
/\ L
2
7
4
[ o B
>
— L
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Example - USF-Phys File

create_failure_mode FM_tmr -insts {FF1 FF2.....} Define a list of safety-critical flops
create_safety mechanism SM_tmr -type tmr -classhw  _ * Apply tmr safety-mechanism to those flops

apply_safety _mechanism SM_tmr -to FM_tmr  “-generated” option is not used as Genus™ will create the
safety-mechanism, ie. clone the flops and add voting logic

create_failure_mode FM_mission -group {Master} : —
create_failure_mode FM_passive -group {Slave} * Define safety-critical groups

create_safety mechanism SM_dcls -type dcls -class hw > * Apply dcls safety-mechanism to those groups
apply_safety _mechanism SM_dcls -to FM_mission -generated * "-generated” option is used as the groups should already
apply_safety mechanism SM_dcls -to FM_passive -generated be defined in the RTL and floorplan

set safety mechanism_rules
-tmr_spacing <>
-tmr_isolate clock

A
°

Define implementation rules for safety mechanisms
set safety mechanism_rules _g——

-dcls_spacing <>
-dcls_isolate_clock <>

read_usf <file>

write _usf <file>

reset_usf

read_safety tmr <> :import tmr from third-party tool or rtl.

cadence



Cadence Automotive Safety / USF-Driven Flow

USF

(Physical)

safety planning & analysis
- 1S0O-26262 / IEC-61508
- FMEDA

(tmr insertion)

(update USF)

* USF from Midas augmented with physical information
(spacing rules, ...)

*  USF-driven safety mechanism flow:
o SMInsertion in Genus during synthesis

o Physical implementation & verification (TMR/DCLS spacing, isolation
etc.) in Innovus

o Logical verification in Conformal

21 © 2022 Cadence Design Systems, Inc. All rights reserved.

read usr or read common DB with
ust attrbutes saved by Genus

Automatic DCLS Flexible Region

DCLS IS0 Buffer Insertion

check_netZnef spacing

fix_net2net spacing

read_usf

tmr logic validation

SAFETY

cadence’



Conformal USF Verification for TMR

« Step 1. Pre-TMR Netlist versus Post-TMR netlist Verification

tclmode
. - set_dofile_abort off
EPre-TMR Neths’j EDSt'TMR Netllsj set_naming_rule -field_delimiter "." ""

read_library -liberty \

Y y [list ./DB/libs/fast_vdd1lv2_basicCells.lib\
read_design (G) read_design (R) IDBllibs/fast_vddiv2_basicCells_hvt.lib\
/DB/libs//fast_vdd1lv2 basicCells_Ivt.lib\
./DB/libs/CDK_S64x10.lib]\

v v -both ;
Compare read_design ./pre_tmr_clone.v -root cpu_10bit -rootonly -
golden ;
¢ no diagnose the error | => read_design ./post_tmr_clone.v -root cpu_10bit -rootonly -
revised ;
v Yes
Goto Step 2 # perform sequential merge on tvf flops ,
I set_flatten_model -all_seq_merge
v set_x_conversion E -both

set_system_mode lec
add_compared_points -all
compare

cadence



Conformal USF Verification for TMR

« Step 2: Post-TMR Netlist Verification

tclmode
set_dofile_abort off
P set_naming_rule -field_delimiter "." ""
Eost-TMR Netlisi t! USFO(pre) !
: BRIEIETE R " # set_usf_option -hiernameprefix rootmodule ; # pathnames in usf file start with
l | root module
read desi | | # uncomment as needed
| gn i i . . . . . .
-------------------- set_usf_option -flow tmrvalidation ; # the flow is for TMR validation
................. I AU l 1 read_library -liberty \
| read_design (G) | | read_design (R) ! [list ./DB/libs/fast_vdd1v2_basicCells.lib\
R e et e e T T ' read_usf /DB/libs/fast_vdd1v2_basicCells_hvt.lib\
l ./DB/libs/fast_vdd1lv2_basicCells_lvt.lib\
./DB/libs/CDK_S64x10.lib]
check_usf
read_design ./post_tmr_clone.v -root cpu_10bit -rootonly ; # post TMR insertion netlist
read_usf post_tmr_clone.usf_no_dcls;; # post TMR usf file
] set_analyze option -noseq_merge ; # do not perform sequential merge "’
EC Flow: set_x_conversion E -both ;
SeF—SVStem—mOde IFC set_system_mode lec ;
validate_vote_function
check_usf; # perform usf TMR front-end check; generate TMR info file"
! A4 validate_vote_function -file lec_tmr.spec; # validate TMR functionality
} report_rule_check -usf report_compare_data -class noneq ;

cadence



Example - TMR implementation

safety_tmr_spacing_y: 6.0 safety tmr_isolate clock: unique_driver

— _ RSt _reo=1
ll"l"l'l"ll""l"ll"ll_ [S_co = b

|_:Lr-._51_|_1—|_;,-._- L

CLABLUFX2LW

seiaﬁeﬂ*.f.' :
I%{ﬁl&ﬂgwﬁﬂﬂlﬁ
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Flexible DCLS (Dual-Core-Lock-Step) Floorplan/Placement
Innovus Implementation System

'New DCLS Flexible Region Based Solution

Old Fence Based Solution

cadence



Avoid DCLS FuSa Interface Net Violation From Pre-Route
add_dcls_iso

* FuSa routing restrictions - All interface net FuSa violation will be avoided

out hport
m ) ]
buffer net
master checker

buffer net
i |

in hport

26 © 2022 Cadence Design Systems, Inc. All rights reserved. C 5 d e n c e‘D



SAFETY

Avoid Over Pessimism in FuSa Routing
check net2net_spacing / fix_net2net_spacing

* FuSa routing restrictions (over-pessimistic + ldentify the *real* FuSa violations without
region boundary based checks) relying on region boundary

1
Internal npt

Exclusive group |

b +-- --4' Internal net
! O
| ‘ Target group
| D>

Interface net

27 © 2022 Cadence Design Systems, Inc. All rights reserved. C 5 d e n c e‘D



Unified Safety Reporting

« Single command to check all safety mechanisms
o Check safety mechanism

« Single report for all safety mechanisms
- DCLS: placement, routing, clock isolation
- TMR: placement, clock isolation

.f#####m######.f#m####m##m####m#mm#m##m###

Bcnerated by: Cadence Innovus 22.10-d343 1
# Linux %06 64 (Host ID s5fhwis1)
# Benerated on: Wed Mar 2 07:45:31 2022
# Design: dtmf chig
#  Conmand: check_safety mechanism -out file tmp. rpt
# Safety Mechanism: sSM1
# Safety Mechanism type: dcls
# Failure Modes: FM_nission FM_passive

B R R R R R R R R
dcls group overlap violations: 2

<groupl> -» <groupla>

<group2> =-> <groupZa>

dcls group spacing violations: 2
<groupl> -> <groupla>. Required spacing: 15um. Actual spacing: 10um.
<group2> -» <groupZa>, Required spacing: 15um. Actual spacing: 10Dum.

dcls inst placement violations: &
Inst <instl> of group <grouply is placed outside the group boundary.
Inst <inst2> of group <groupZ> is placed outside the group boundary.

dcls internal net routing violations: 1
Net <netl> of group <groupl> is routed outside the group boundary.

dels interface net routing violations: 1
Net <net2> of group <groupZ> is routed inside the boundary of exclusive group <groupZa>.

dels clock isolation wiolations: 2
The clock net from inst <inst> driving dels group <group> is also driving loads cutside of that group.
The clock net from inst <inst> inside dcls group <group> is driving loads outside of that group.

# Safety Mechanism: sM2
# Safety Mechanism type: tmr
# Failure Modes: FM2 FM2 wvoters FMZ2 clones

B
tmr spacing violations:
Inst <instl> is placed too close to other insts from the same tmr safety-mecl
Inst <inst2> is placed too close to other insts from the same tmr safety-me’

tmr clock isolation wiolations: 2
The clock net driving pin <CK> of tmr inst <instl> is also driving other
The clock net driving pin <CK> of tmr inst <instl> is also driving other

FRERXEREABERFEREBBBRFRERRBHRRRRERTRBBEREFBRABBHERERBRRBBE R RRR DS
# Summmary.

B e s e g
Total violations for dcls safety mechanism SM1: X

Total wiclations for tmr safety mechanism SM2: X

Total wiolations for all safety mechanisms: X




QUALITY RELIABILITY SAFETY

Automotive Electronics Implementation Summary

Module-level Redundancy (ex. DCLS)

L]
Stratus™ RTL insertion for DFT (ex. MBIST, LBIST*, ...)

Cadence® Modus

Safety Intent (USF) driven implementation

Netlist-level insertion B .I
(ECC, TMR, Parity*, SER*, test points)
L Physical spacing for safety
(TMR, Parity*, Safety Islands, DCLS, ) GenusTM Phys|ca||y aware DFT . . ‘
(test points, compression, LBIST, ...)
[ ]
Safety intent verification Innovus™
v Reliability/DFM-driven routing i
(~100% redundant via)
Conformal®
n
. GDsII/DB Timing-aware IR/EM analysis and optimization
. -
Timing robustness
Tempus Ad d agi h terization/timi
. ™ ™ vanced aging characterization/timing
DFM/physical verification and enhancement Liberate ™ Voltus

Pegasus™

— ®
29 © 2022 Cadence Design Systems, Inc. All rights reserved. C a d e n c e



Reliability - Voltus InsightAl

InsightAl within Innovus Digital Implementation Flow

Fleorplanning

EIREROULEN RETXINE

Automatic electrically
aware PG grid Fixing

¥
A t
4. # L

o |

POSTROUILE!

IRNAXING

RELIABILITY

NO-IR-Fixing

InsightAl

Tech Node

Block Type CPU
No IR Fixing InsightAl
Utilization 58.297 58.059
Timing (TNS) -90.931 -93.210 Similar
Area , power ,
Power (mW) 2133.547 2140.024 '
IR-Drop Total 13226 1330
errors
InsightAl

~90% IR clear

Advantage




RELIABILITY

Reliability - Tempus Aging-Aware Robustness Solution

Aging |mpact on deIay, advanced node

250 ™ : ™ .
BFast Corner, Stress: 1.1V, 125C, 10y Cadence® Tempus™ + Liberate™ Solution
EFast Corner, Stress: 1.1%, 125C, 1y
2001 Silicon delays vary over time, ~ Liberate
influenced by switching activity Std cell characterization
o 150
g Stress-independent
q§ 100 librar
3
£
=
50r - -
Logic Tempus
o 1 |_ I - simulation Age-aware STA

2% 10%
% diff in delay due to aging (compared to fresh silicon)

« Existing aging solutions are expensive and inaccurate « Cadence aging solution addresses both co-
- Derate-based flow: too inaccurate, overly pessimistic - Single stress-independent library characte
- Fixed-age libs: not accurate enough, costly to characterize - Switching activity-driven non-uniform agir




Summary

+ Automotive Electronics Physical Design is
demanding and challenging

- Various new technologies have emerged

- Blessed with powerful EDA products, we can
achieve automotive electronics design of
excellence!




Opportunities?

Agile and \ /
Optimal
Result with -

Al, 3DIC,
Digital Twins

Reliability
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