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Motivation

• VCC Tuning Countermeasure
• Improved impact when driver strength tuning is added.
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Runtime Tuning Implementation

• ASIC
– Static tuning: Reconfigure driver strength in chosen registers
– Dynamic tuning: Chosen registers replaced by register pair and MUX pair
– VCC tuning: Assume IVR

• FPGA
– Driver strength tuning: Connected via IO pins rather than additional registers
– VCC tuning: Use onboard IVR
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CAD Flow
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CPA Setup
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FPGA Setup
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ASIC CPA Results
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FPGA CPA Results
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FPGA CPA Results
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ASIC Layout Analysis Results
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FPGA Layout Analysis Results
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Design Guidelines

• Static tuning should be avoided.
• Dynamic tuning of both driver strength and VCC should be used when possible as it is most 

resilient.
• Dynamic driver-strength tuning is a preferred alternative compared to dynamic VCC 

tuning.
• Tuning all flip-flops is not always practical.
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Conclusion & Future Work

• More efficient tuning implementation for ASIC and FPGA.
• Study tuning in the context of leakage power attacks.
• Further study using other approaches for security assessment.
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