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Hardware Security Basics

ATTACK

TAKE CONTROL STEALINFORMATION = DISRUPT SERVICES

Controls for smart door locks and ¥ |
lighting systems can be vulnerable. ;
—| Per;;onal-futness
infotabimant devices can tell
systems offer a hacker where
Door locks multiple ways yues
have been into acar's
unlocked electronics. s::ebrzakers
remotely. attacked
remotely.

Malware- High-capacity

infested insulin pumps

refrigerators are vulnerable.
L

have sent

spam. :
Hacked vehicle-

control systems
can allow remote
control of brakes.



Hardware Security Basics

Voltage (V)

Data and Computation at Risk — Right at the Hardware
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Hardware Security Basics

Hardware Itself Also at Risk

LEGEND: Design Attack - Hardware Attack - Logistics Attack
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Hardware Security Basics

Countermeasures against Attacks on Hardware lItself

* IP protection: logic encryption/locking, camouflaging, split manufacturing
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Hardware Security Basics

Countermeasures against Attacks on Hardware lItself

* |IP protection: logic encryption/locking, camouflaging, split manufacturing
* Trojan defense: detection, mitigation
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Hardware Security Basics

Countermeasures against Attacks on Hardware Itself

* |IP protection: logic encryption/locking, camouflaging, split manufacturing

* Trojan defense: detection, mitigation
e Physically-unclonable functions (PUFs): fingerprinting, challenge-response authentication
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Hardware Security Basics

Countermeasures against Attacks on Data and Computation

* Masking against side-channel and fault-injection attacks
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Hardware Security Basics

Countermeasures against Attacks on Data and Computation

* Masking against side-channel and fault-injection attacks
e Shielding against probing (front side, back side)
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Emerging Technologies for Hardware Security
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Spintronics

Emerging Technologies for Hardware Security: Spintronics
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Spintronics

Basics of Spintronics

 Besides electronic charge, spin of electrons is leveraged for computation and memory
e Switching process is non-volatile, magnetoelectric, and subject to phenomena like spin-

transfer torque (STT)
 Typically implemented in BEOL as stack of heavy metals, ferromagnets, and oxide structures;

compatible with CMOS
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Spintronics

Basics of Spintronics

e Compared to CMOS, spintronics can offer lower power consumption, built-in memory
functionality, built-in reconfigurability, and better scalability

* Notable efforts by Intel, UC Berkeley, and Berkeley Lab
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Spintronics

Spintronics for Hardware Security

vyt T
-~ —A
 Dynamic camouflaging as novel paradigm for IP protection cscﬁ < —
C

X1
L
X2
I3
X3
Original
Logic | netlist
System s
specifications synthesis ’

% Design house

-

Camouflaged
Gate netlist
replacement l
Fault test
patterns and
responses

ATPG

>

Fabrication

Reconfigured IC
with incorrect I/O

Out

B

v

H Foundry

Tested IC
Test =

€S

Post-fabrication

reconfigurability

—

Test facility

Post-test
reconfigurability

=l
<

—B

—_;_;C-SO ;L — dummy
C;
+I
-1
dummy
4

C

<
+

- Functional IC
Functional with correct I/O .
_—

reconfiguration P
\;

% Design house Fai wsar

@ Dynamic

morphing



Spintronics

Spintronics for Hardware Security

CLK

Dynamic camouflaging as novel paradigm for IP protection

Polymorphic, non-CMOS switching to mitigate side-channel leakage
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Spintronics

Spintronics for Hardware Security

 Dynamic camouflaging as novel paradigm for IP protection
* Polymorphic, non-CMOS switching to mitigate side-channel leakage
 Tunable switching processes for PUFs and TRNGs
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Memristors

Memristors for Hardware Security
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Memristors

Basics of Memristors

e Memory resistor, another fundamental circuit element
* Retain an internal resistive state according to the history of voltage or current applied
 Forsome, nonlinear response (pinched hysteresis loops)

 R&D considering various materials and arrangements like titanium dioxide — can be made
compatible with CMOS
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Memristors

Basics of Memristors

 In-memory computing, neuromorphic computing, and reconfigurable logic
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Memristors

Memristors for Hardware Security

e Nonlinear variations for PUFs
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CNT-FETs

Carbon Nanotubes for Hardware Security
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CNT-FETs

Basics of Carbon Nanotube Transistors

e Carbon nanotubes (CNTs): one or more rolled-up layers of graphene, the planar
arrangement of single-layer carbon atoms in 2D honeycomb-like structures

* Either metallic conductors or semiconductors, depending on structure
* Qutstanding electrical, physical, and thermal properties
— Due to the strong bonds between C atoms

— Individual metallic CNTs can hold current densities more than 1,000 times greater than copper
 Used for interconnects and transistors
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CNT-FETs

Basics of Carbon Nanotube Transistors
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CNT-FETs

Carbon Nanotubes for Hardware Security

* Manufacturing variability for PUFs and TRNGs
* |P protection by reconfigurablity

(a)

Random placement of CNTs

(b)

Input/output

Generate random bits (0/1)
after electrical measurement

¥

o
AN

o o s A
WA A A

Input/output

@® Connected by CNT
® Disconnected without CNT

GND

F flipped

*y
A

B Voo angano j’l

GND

Vg%d

VD%P| GN%'

Vob GND

GND

(@) (b)

5%)



NW-FETs

Emerging Technologies for Hardware Security: Nanowire Transistors
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NW-FETs

Basics of Nanowire Transistors

e Nano-scaled and semiconductive wires as transistor channel

 Somewhat similar to CNT-FETs, but allow for finer control of desired properties (whereas
CNT-FETs offer better performance) 2
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NW-FETs

Nanowire Transistors for Hardware Security

* Controllable ambipolarity and polymorphic behavior for IP protection

* Plasmonic interaction for tagging
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2.5D, 3D

Emerging Technologies for Hardware Security: 2.5D and 3D Integration
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2.5D, 3D

Basics of 2.5D and 3D Integration

* Shorter, vertical interconnects: power consumption, delay, bandwidth — “More Moore”

 Separate dies integrated: heterogeneous, large systems; yield — “More than Moore”
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2.5D, 3D

Basics of 2.5D and 3D Integration

3D NAND Structure

I/O bond pad dummy TSV
- core tier (64 cores)
—. s COe gie —— dessnssnnbae ,///

5 Y Metal

memory tier (SRAM)

Memory
,1 Mbit RRAM _ Array 32 Active
_- CNFET logic 1 '
ultra-dense &
classification
accelerator: (c) 1
CNFETs 100 Hm 1
cMOs N
Circuits ¥

bottom: 224 RRAM



2.5D, 3D

Split Manufacturing with 2.5D and 3D Integration

 Practical: FEOL and BEOL processing uninterrupted for separate dies
* Flexible: system-level splitting into trusted versus untrusted dies/layers
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2.5D, 3D

Split Manufacturing with 2.5D and 3D Integration

Practical: FEOL and BEOL processing uninterrupted for separate dies

[ ]
* Flexible: system-level splitting into trusted versus untrusted dies/layers
— E.g., trusted interposer
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Hardware Security Basics Spintronics Memristors CNT-FETs NW-FETs 2.5D, 3D Conclusion

2.5D and 3D Integration for Hardware Security: Root of Trust

* Physically secure system-level integration and runtime monitoring of untrusted chips
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2.5D, 3D

2.5D and 3D Integration for Hardware Security: Root of Trust

* Physically secure system-level integration
and runtime monitoring of untrusted chips

* Generic principle; demonstrated in an ARM w/ AHBL

and a RISC-V w/ NoC architecture
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2.5D, 3D

2.5D and 3D Integration for Hardware Security

* Physically secure system-level integration
and runtime monitoring of untrusted chips

* Security features easy to integrate in CAD flow
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Conclusion

Hardware Security for and beyond CMOS Technology: Challenges

 Hardware security relies on technology exploration, device characterization, circuit design,
architectures, etc.

—> CAD support for security schemes as well as emerging technologies is essential

* Closer interaction between communities: security, technology, CAD
- Joint (re-)definition and application of security metrics across the stack
- Joint (re-)consideration of threat models
- Technology exploration with early focus on security, not as after-thought

 Most emerging technologies are CMOS compatible/hybrid

- System-level identification of “weakest link” in security scheme
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