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Cyber-Physical System Design:
What Can Go Wrong?

g O
Pilots of the crashed Ethiopian Airlines Boeing 737 Max were unable to prevent the BlEIC
plane repeatedly nosediving despite following procedures, an initial report has NEWS
found.

The captain and first officer followed safety procedures recommended by Boeing. But they
couldn't stop the aircraft going into a fatal dive shortly after take off from Addis Ababa
on 10 March, the report by Ethiopian investigators said. All 157 people on board were
killed.

*Aviation authorities grounded the entire global fleet of 737 Max aircraft in March after i
fatal crashes in five months.

The Ethiopin Airlines crash Tolon & R P e Moo a in October, which left
189 dead.

How the MCAS system works
3. Nose pushed down to

The Boeing 737 Max has a reduce risk of a stall

computer controlled stability system 2. Horizontal stabiliser —
called MCAS trim adjusts to correct /

angle if too high

+10 degrees:
risk of a stall

1. Sensors in nose measure
angle of flight

4. But if the sensor reading is
wrong, MCAS may activate and
push the nose down anyway

False reading
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The Quest for the Next Level of Abstraction:
System Level Design

Results

(% What’s next?

THEEET

(Design Productivity)

1985 Synthesis - Cadence, Synopsys

Schematic Entry - Daisy, Mentor, Valid
1978

-
4 Transistor entry - Calma, Computervision

Foster’s S-Curve

Effort
(EDA tools effort)
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Taming Dr. Frankenstein: Contract-Based Demgn
for Cyber-physical Systems o,

Alberto Sangiovanni—VincentelliH, Werner Damm™*,
and Roberto Passerone?,

e Platform-Based Design
e Contracts

@ Applications

e What’s next?
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Cyber-Physical System Design

State of the Art

“Let’s Get Physical: Computer Science Meets Systems,” ETAPS Workshop, 2014
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Component
Design

A large number of
poorly integrated
languages and tools

Virtual
Integration

Conventional V&V
techniques do not
scale to highly
complex or
adaptable systems
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Learning from Logic Synthesis

High level function model Gate library
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Platform-Based Design

Application Space: System Specification

System
Requirements

I Il N S - - I I N S S S S S S S -y,

(L Synthesis (Optimization) |

Performance

Safety

Behavioral
and Non-Functional Models

Implementation Space: Platform Library

Actuators Controllers

S [A. Sangiovanni-Vincentelli and A. Ferrari, ‘90]
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Quo Vadis, SLD?
Reasoning About the

Trends and Challenges of

System Level Design

Recognizing common requirements for co-design of hardware and software

Avionics

in diverse systems may lead to productivity gains, lower costs and

first-pass design success.

By ALBERTO SANGIOVANNI-VINCENTE LLY, Rellow JEEE

Function
Space

Function
Instance
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Platform Platform Design-

Instance Space Export
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Function Mapped
Space

Function
Instance

ASV Triangles

Platform
(Architectural) Space

Platform
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Platform
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Platform
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Platform-Based Desigh With Contracts
Application Space: System Specification
&
[
C @
\_

System
Requirements

Performance

Safety

I Il I S - - N I N S S S S S S S -y,

U Synthesis (Optimization) |

Contracts

Behavioral
and Non-Functional Models

Controllers

Actuators

Implementation Space: Platform Library
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Assume/Guarantee (A/G) Contracts

Contracts are Assume-Guarantee Environment | v
, Gain: 10
pairs Vi
: Component
— Component properties are P
guaranteed under a set of Assumptions: |v;,| < 2
assumptions on the environment Guarantees: v,y = 10V,
— Glo!oal properties of systems ar.e [ System Design ]
derived based on local properties of

the components

Raclet . .
‘ Sanqgliovanni 12
Henzinger 09 J
‘08$ t T

l l l Time
2z0 ‘09

‘98 \ Henzinger Benyertiste ‘08

Software Engineering and Verification ]
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A Rigorous Calculus for Modular and
Hierarchical Design

Conjunction

System
Requirements

Requirement

N\

YV Refinement

| Composition #9

1

Modular
verification of
“global” properties
of systems out of
local properties of

Component Component Component components
Req. Req. Req.
1l | Satisfaction i
1 1 1 Step-wise

Component Component Component refinement of large

Design Design Design complex ’

architectures
System

Design
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Design reuse
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\—______—_____,,—/
Static/
Extra-functional
(e.g., Reliability,
Energy, Cost)

Discrete Event
and Hybrid

and Hybrid

Component
Library

Control &
Continuous Time Component Design

Vertical Contracts

Top-level Specification

Architecture Design [ Horizontal Contracts:

How to check or enforce compatibility?

}

\_

Vertical Contracts:
How to check or enforce consistency
between the t

of design rules in
physical design

Think about the role

4
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Electric Power System (EPS) in
“More-Electric” Aircraft @rerraswarm

X (
e a9l
EA S AR
c 48 7
Sl | VN

TRADITIONAL 787

External Power

E/E Bay 2 x 115 Vac, 90 kVA

............

g - Forward E/E Bay

Extemal Power

115 Vac Feeder 115 Vac

230 Vac Feeder
Generator

2 x 280 kVA

Generator
1 x120 VA

Extemal Power
2 x 115 Vac, 90 kVA

115 Vac or

28 Vdc Wire \

APU Generator
2 x 225 VA

Remote Power
APU Generator Distribution Unit

Centralized Distribution: Remote Distribution:
Circuit Breakers, Relays, Solid-State Power Controllers Il United
and Contactors and Contactors Technologies
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Aircraft Electric Power System Design

------ .9
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Single Line Diagram modified
from Honeywell Patent

Design architecture, i.e., the set of
Generators

Batteries

AC Buses

DC Buses

Rectifiers

Transformers
Transformers & Rectifiers
Contactors

Loads

and their interconnections

... and the control algorithm under
safety, reliability and real-time
performance requirements

Typical requirement:

The probability that a critical bus is
unpowered for more than 70 ms shall
be smaller than 107...

...less than 1 failure per 100,000 years
of operation!

“A Contract-Based Methodology for Aircraft Electric Power System Design,” IEEE Access, 2014

“A Platform-Based Methodology with Contracts and Related Tools for the Design of Cyber-Physcal Systems,’

Proc. IEEE, 2015
Pierluigi Nuzzo, USC
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Methodology and Tools:
S u m m a ry ii.mslsaﬁifxssl\:zi\llvlﬁed by

more than one AC source.
2. The aircraft electric power
system shall provide power with

) — CHASE

O{(c=1Nc=0A(2c <T,,,, the following characteristics: 115
(Oc=0AOze =20 + )} . Top-level Specification +/- 5V (amplitude) and 400 Hz
- (frequency) for AC loads and 28
O{e=1rne=0A(2c 2 Te,.,.)) = - +/-2 V for DC loads.
(Ce=1VOrc=zc+9)}, - CA,Syn CC,Syn Clerssim 3. The failure probability at an
ree Mload liree Tdch essential load must be less than

oMMl > MG > M
i=1 i=1 i=1 i=1

D[Ti,oo) (O[Ostmam](| VDC(t) - Vd |< 6))

_ 10 during a mission.

A’ 4. DC buses shall not be
Static/
Extra-functional

unpowered for more than 70 ms.

Discrete Event Component
Hybrid and Control

[>] b B

0y

§ 8 o008 s § 8
o

g
wa ST

)

Continuous Verification and Simulation-Based
Design Space Exploration

7' [ f rd Component

= =hs and Contract .
il ] Library Lower-level Implementation

3CL| DCJ

o0

o

“Methodology and Tools for Next Generation Cyber-Physical Systems: The iCyPhy Approach,” P. Nuzzo, A. Sangiovanni-
Vincentelli, R. Murray, INCOSE 2015
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CHASE

Aircraft Power System Design
with CHASE

Logic specification are up to
4,500 literals in size

Inconsistent when time is less than

~ 20 MS

| | REQUIREMENTS
2 | If possible, left DC buses shall be powered by left generators.
3| If the left generator fails, the left AC bus shall be connected to another generator.
4| Failed generators must be disconnected in 20 ms or less.
5| Generators shall never be connected in parallel through AC buses.
6| When a contactor recewes an open mgnal it shall become open in 10 ms or less.
7| When a contactor receives.a.close. signal, it.shall.be e.closed in 10 ms or less.
o A DC bus shall never be dlsconnected from a generator fc:r more than 30 ms.
g — o ) _
10| ASSUMPTIONS 1
11| Generators do not recover from failures. 2
12| AC buses do not fail. 3
13 [ Rectifiers do not fail. 4
14| DC buses do not fail. 5
15| Loads do not fail. 6
16| At most 1 generator may fail. 7
| | | | | 3
ON :IIII*IIIII;IIIII;IIIII;IIIII! 9
T = = = 10
= | == Left Generator power state T
" mm  Left DC Bus power state 12
OFF | | : | | | 13
' ' ' ' ' 14
CLOSE .IIIIIIIIllllllllllllllllllllllII 15
u z . .
E — ContactorO command
. == Contactor 1 command
OPENFIIII+IIIII1IIIIMT i ‘ | | |
000 001 0.2 003 0.4 005 006 007 008 009 0.10 2018
Time (s)

Demonstrated reasoning about temporal properties of networks and
integration with Natural Language Processing tools (IBM WATSON)

Pierluigi Nuzzo, USC

Cyber-Physical System Design,” P. Nuzzo et al.,

REQUIREMENTS

prefer-active-connection(left DC bus, left generator);
must-disconnect-failed(generator, 20, MS);
never-connect(generator, generator, AC bus);
always-active-connection(DC bus, generator, 30, MS);,

ASSUMPTIONS
no-recovery(generator);
no-failures(AC bus);
no-failures(Rectifier);
no-failures(DC bus);
no-failures(load);
switch-on-time(contactor, 10, MS);
switch-off-time(contactor, 10, MS);
max-failures(generator, 1);

“CHASE: Contract-Based Requirement Engineering for

DATE,

..'l!



Optimized Selection of Reliable and
Cost-Effective Architectures

Dreamliner-like
Application space power system

based on

reproduced in ~4
Optimization

min
(MILP)

Final architecture
(topology, routing,

\  mapping)

Control Variables

Environmental
Variables
- o RAM Air Input
“ Fe—————————— - lafa 7 | el
3
Engine | : Iy Heat o : !
Bleed Air | —> Container ‘:—"b W#ﬁb Mixer \—p] Cabin
T, P, 1 | |
e e |__!allfe_1________! Iy L_Exchanger J1 |~ !__:
Duct 1 Duct 3 Duct 4
RAM Air Output Fan

Implementation space (library)
Architecture exploration of aircraft air management

“Optimized Selection of Reliable and Cost-Effective systems

Cyber-Physical System Architectures,” DATE14 “A Mixed Discrete-Continuous Optimization Scheme for

Cyber-Physical System Architecture Exploration,” ICCAD’15



Reasoning About Software and Dynamics:
Satisfiability Modulo Convex Programming (SMC)

Boolean
Constraints

ﬁ SAT + Convex
Solvers

CalCS: SMT Solving
for Non-Linear Convex Constraints

Pierluigi Nuzzo, Alberto Puggelli, Sanjit A. Seshia and Alberto Sangiovanni-Vincentelli
Department of Electrical Engineering and Computer Sciences, University of California, Berkeley
Berkeley, California 94720
Email: {nurzzo, puggelli, sseshia, alberto }{@eecs.berkeley.edu

Controller Synthesis for Robotic Motion Planning
[CDC’16, HSCC’17, CDC’17, ICRA’19]
Pierluigi Nuzzo, USC

Secure State Estimation [ICCPS’16, TAC 17, TECS 18]
18



Stochastic Contracts for CPS Design
with Uncertainty

Expressed in Stochastic Signal Temporal Logic (StSTL) ~ Comrolloop —
to support probabilistic constraints " s oo,
Plant
Balance expressiveness with tractability of verification T (R —
and synthesis e T ______________________________________________________
Environment W

Probabilistic Envi t
“The battery charge level B shall not be less than 0.3 O ey en

with probability larger than or equal to 0.95”

1.21

Engine 2 shuts down Battery 1
y'd Battery 2
AC Bus 1 |JR¥/-4 AC Bus 2 | '

TRU TRU

\IC6 \[m
| DC Bus 1 %3 ’ — DC Bus 2
NCS \C9 Battery1  Battery 2 \T C10 \TCII

Sheddable Non-sheddable Sheddable Non-sheddable
DC Loads 1 DC Loads 1 DC Loads 2 DC Loads 2

n

|
0 10 20 30 40 50 60 70 80 90 100

Stochastic Model of Aircraft Power

System [TECS 19] Battery charge versus time

(50 simulations)
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What’s Next?

@ Compositional (modular, hierarchical)
abstractions for CPS design

e Computational tools for reasoning about the
interaction between discrete and continuous
models

@ Dealing with uncertainty

Pierluigi Nuzzo, USC
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